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Abstract: This reference based study shows that the transformational leadership (in forms such as 
idealized influence, individualized consideration, and inspirational motivation) of information security 
managers can improve the effectiveness of information security. The enforcement and relevance of 
information security policies could be mediating effects on the effectiveness of information security. This 
study collects data from governmental and public institutions in Korea. This study suggests the need for 
leadership education programs, and indicates that job training for information security managers should 
be conducted regularly. 
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INTRODUCTION 
Sustainable computing services are driving 
sustainability beyond simply energy use and 
product considerations and deal with the loss of 
control by individuals, businesses, and 
governments. Sustainable computing services can 
be defined as effective and reliable processes for 
delivering sustainable IT services. Sustainable 
computing services consider managing 
performance and doing what is necessary to keep 
the service operating smoothly, including ensuring 
constant security, providing systems recovery 
planning, and keeping versions current. Essentially, 
sustainable computing provides secure computing 
services to users. Security can be considered the 
dividing line between non-sustainable and 
sustainable computing service. Any system is 
considered unsustainable if it cannot protect data or 
ensure a required computing quality. Information 
security has been regarded as a serious issue, 
especially in e-government contexts. Organizations 
attempting to protect information must consider 
controls on internal stakeholders: a large number of 
information security breaches are due to poor user 
compliance with information security protocols. 
The violation of information security harms private 
organizations by causing financial losses and 
reputation damage; in the public sector, the 
violation of information security can lead to 
serious, complex financial, political, and economic 
losses; reputation damage; and the loss of public 
trust in e-government and government 
organizations that adopt e-government methods. 
Thus, to prevent cybercrime, it is natural for e-
governments to seek advanced security 
management processes and continuous information 
security innovation. Many governments have 
attempted to overcome the barriers to information 
systems security (ISS) within their organizations 
for sustainable computing. ISS has become an 
important focus of e-governments since the late 
1990s; ISS issues have received attention. ISS is 
defined as secure systems and policies for 
protecting an organization’s information resources 
from disclosure to unauthorized persons who 
attempt to access those information resources. 
Burney and Rohmeyer argued that the combination 
of information security management and 
information programs could improve the 
effectiveness of ISS. They described the critical 
duties of information security managers in 
establishing information security programs. Burney 
argued that information security managers can be 
information mediators between the general 
management department and the technical 
department. Rohmeyer investigated the major 
constructs of information security manager skills 
and information security program maturity within 
organizational information security. Pohmeyer 
argued that the effectiveness of the organization 
can be improved by skilled information security 
managers. As mentioned in previous studies, the 
role of information security managers is central to 
directing e-government ISS efforts, and to 
encouraging employees to comply with ISS 
policies. Research has concluded that for 
maintaining information security within an 
organization, information security managers must 
specify appropriate information security policies 
and motivate their employees to follow them. 
Although information security managers cannot 
directly enforce ISS policy compliance, they must 
constantly encourage and motivate all members to 
comply with information security policies, 
including monitoring and warning those 
organizational members who violate security 
policy. Sometimes, information security managers 
must also persuade top managers to invest in 
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people, budgets, and technological security controls 
for ISS. The leadership of the information security 
manager could encourage employee compliance 
with ISS and improve the alertness of top 
managers, thus improving the effectiveness of ISS. 
The leadership of the information security manager 
could improve the effectiveness of ISS in e-
governments. This study attempts to evaluate the 
factors that affect ISS effectiveness from the 
perspective of information security manager 
leadership for secure sustainable computing. 
Accordingly, this study attempts to elucidate the 
interplay of information security manager 
leadership and ISS effectiveness. Using advanced 
information and communications infrastructure, the 
Korean government has actively promoted e-
government as a way to improve national 
competitiveness. The Korean e-government model 
has been found to be one of the most successful 
models. To ensure public trust and confidence in e-
government, the Korean government has invested 
budgets, human resources, and legislative attention 
in developing, implementing, and imitating 
advanced ISS and have treated continuous ISS 
innovation as necessary.  
LITERATURE REVIEW 
Research Background ISS research has adopted 
four perspectives, namely, functionalist, radical 
humanist, radical structuralist, and interpretive. The 
functionalist perspective has been a major research 
theme in information security research. According 
to this theory, managers are expected to model the 
manager’s role behavior expected by the 
organization to achieve goals and outcomes in most 
daily activities. Regarding social role theory, 
Sustainability 2016, most researchers have focused 
on the role of top management. Hu et al. and 
Knapp et al. showed the importance of top 
management in influencing employee behavior, 
resulting in compliance with information security 
policies. 
Manystudieshavesuggestedtheneedforformalresearc
hontherelationshipbetweenleadership and ISS 
effectiveness; however, studies of these and related 
areas are limited to a small number of academic 
studies. Interest groups, such as the Computer 
Security Institute (CSI), and industry publications 
such as Information Security Magazine and CSO 
Magazine have conducted various surveys. 
Rohmeyer investigated the major constructs of 
information security effectiveness, information 
security manager skills, and information security 
program maturity within organizational 
information security. High effectiveness in 
information security management has been shown 
to be positively related to the leadership and 
qualifications of information security managers.  
Burney stressed the leadership activities of 
information security managers in establishing 
information security measures. Burney also 
described the important roles of information 
security managers as information mediators 
between technical and general management 
departments. Wylder described the roles of the 
information security manager in establishing the 
information security program. When the 
information security program reaches maturity, the 
security manager’s skills (technical, administrative, 
bureaucratic, and technocratic) are required. 
Luftman described the role of the information 
security manager from the perspective of IT 
governance. Information security managers are 
involved in making decisions and obtaining IT 
resources in the context of information security 
tasks. This study adopts a human behavior 
approach and an institutional approach to 
improving ISS effectiveness. Unlike previous 
studies, which focus on the technological controls 
for ISS effectiveness, Chaudhry et al. proposed a 
human behavior and institutional approach as a 
development framework for enterprise ISS. The 
framework consists of four main pillars, namely, 
security policy, security awareness, access control, 
and top-level management support (which have a 
foundation of corporate governance). 
Thisstudyalsoconsidersinformationsecuritypolicyas
animportantpartofinformation security in an 
organization, and investigates it as a meditating 
effect on ISS effectiveness. The purpose of 
transformational leadership of an information 
manager is improving employee awareness of 
information security in organizations.. The first two 
components are similar to the concept of 
“charisma”. Inspirational motivation includes the 
demonstration of enthusiasm and optimism, 
presentation and creation of symbols and emotional 
arguments, and an attractive vision of the future.  
Thus, the author hypothesizes that: 
(H-1a) The inspirational motivation of 
transformational leadership affects the relevance of 
information security policy. (H-1b) The 
inspirational motivation of transformational 
leadership affects the enforcement of information 
security policy. 
Support for (H-1a) and (H-1b) would indicate that 
the inspirational motivation of transformational 
leadership has an indirect influence on the 
relevance of information security policy and the 
enforcement of information policy, because of its 
direct influence on the maturity of the information 
security policy. (H-2b) The idealized influence of 
transformational leadership affects the enforcement 
of information security policy. 
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Support for (H-2a) and (H-2b) would indicate that 
the idealized influence of transformational 
leadership has an indirect influence on the 
relevance of information security policy and the 
enforcement of information policy, because of its 
direct influence on the maturity of the information 
security policy. The third component, 
individualized consideration, contains coaching, 
encouraging, and providing support to followers. 
Thus, the author hypothesizes that: 
(H-3a) The individualized consideration of 
transformational leadership affects the relevance of 
information security policy. (H-3b) The 
individualized consideration of transformational 
leadership affects the enforcement of information 
security policy. 
Support for (H-3a) and (H-3b) would indicate that 
the individualized consideration of 
transformational leadership has an indirect 
influence on the relevance of information security 
policy and the enforcement of information policy, 
because of its direct influence on the maturity of 
the information security policy.  
(H-4a) The intellectual stimulation of 
transformational leadership affects the relevance of 
information security policy. (H-4b) The intellectual 
stimulation of transformational leadership affects 
the enforcement of information security policy. 
Support for (H-4a) and (H-4b) would indicate that 
the intellectual stimulation of transformational 
leadership has an indirect influence on the 
relevance of information security policy and the 
enforcement of information policy, because of its 
direct influence on the maturity of the information 
security policy. 
ENFORCEMENT OF INFORMATION 
SECURITY POLICIES 
Several authors have investigated the role of 
information security policies. Kemp noted that 
management should support information security 
policies if they are to be effective. To improve the 
effectiveness of information security, information 
security policies should be established as a control 
for effective deterrence efforts. After the 
establishment of information security policies, 
information security managers should manage 
information security policy properly and stress that 
policy violation will be punished accordingly. 
Based on the established policy, information 
security managers should conduct appropriate 
monitoring and surveillance programs of employee 
activities, so as to enforce policy. Information 
security managers should observe all of the 
identified violations to deter potential violators. 
Finally, the organization’s management should 
ensure the deployment of preventive controls that 
proactively help minimize security incidents. 
Knapp et al. considered the influences of 
information security policies on the effectiveness 
of information security, and divided the concept of 
information security policy into policy relevance 
and enforcement. Knapp et al. utilized a qualitative 
research approach that closely observes grounded 
theory, which attempts to derive theory from 
corpus data. Knapp et al. also argued that the 
enforcement of information security policy would 
improve the effectiveness of information security. 
Enforcement is the most important information 
security policy issue. To improve information 
security, an organization attempts to include all 
desired goals. The content of information security 
policies will be rendered useless if not enforced. 
We expect that the enforcement of information 
security policies will influence the effectiveness of 
information security. Thus, we hypothesize that: 
(H-5) The enforcement of information security 
policies improves the effectiveness of ISS. 
To achieve sustainability of information security 
policies, information security managers should 
ensure their relevance, which includes the four 
aspects described here. Information security 
policies should reflect changes in technology. To 
improve enforcement, the organization can 
sanction employees who violate the rules of 
information security policy, enforce the rules of 
information security by sanctioning those 
employees who violate them, and educate security 
offenders.  
CONCLUSIONS 
Management needs to ensure that users are 
educated and informed on proper IS use. 
Information security managers should stress that 
policy violations will be punished accordingly. 
With policies in place, the managers can ensure 
that appropriate employee activity monitoring and 
surveillance programs are utilized to enforce 
policy. The information security managers, 
therefore, try to obtain the support of top 
management level. Third, this study showed that 
the education and training positively affect ISS 
effectiveness in organizations. As the previous 
study asserts that the adequate IS skills improve 
ISS effectiveness. As environments of information 
technology change rapidly, information security 
managers need to learn current skills and 
knowledge. This finding shows that the education 
and training for IS manager should be provided in a 
regular period. The author suggests that 
organizations have to provide mandatory training 
and education with information security manager at 
least over 40 h in a year. This study suggests the 
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effects of information security managers’ 
transformational leadership. Specifically, this study 
suggests the importance of the leadership of 
information security managers in e-governments, 
thus contributing to theoretical research into 
improving ISS effectiveness in e-governments. 
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